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<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN">
<HTML>

<HEAD><TITLE>A Sample Form Using GET</TITLE></HEAD>

<BODY BGCOLOR="#FDF5E6">

<H2 ALIGN="CENTER">A Sample Form Using GET</H2>

<FORM ACTION="http://localhost:8088/SomeProgram">
<CENTER>
First name:
<INPUT TYPE="TEXT" NAME="firstName" VALUE="Joe"><BR>
Last name:
<INPUT TYPE="TEXT" NAME="lastName" VALUE="Hacker"><P>
<INPUT TYPE="SUBMIT"> <!-- Press this to submit form -->
</CENTER>

</FORM>

</BODY></HTML>
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- A Sample Form Using GET - Metscape

File Edit %iew Go Communicator Help

id 2 AdonsdD @ |

Y J'Eookmarks Jg Location:Ihttp:Hlocalhosh’ﬁetFolm.html j

A Sample Form Using GET

First name: |J':‘E

Last name: |HaCker

Submit Guery |

= =D=| |Documen t: Done SR AN
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# EchoServer Results - Netscape

File Edit %iew Go Communicator Help

i3 d.aseBB P
: wt Bookmarks \g& Localion:Ihttp:Hlocalhost:BDBBHSomeProgr\ﬁ?firstName;Joe&lastName=Hacker2 j
EchoServer Results

Here is the request line and request headers sent by your browser:

GET ISDmePngrsﬁ?f irstName=Joe & lastlame=Hacker >ITTPJ" 1.0

Referer: http://1lo =

Connection: Eeep-Ailive

User—-Agent: Mozillas4.7 [en] (Win28:; )

Host: localhost:5088

hocept: image/gif, image/x-xbitmap, image/jpeg, image/pjpeg, image/png, */*
Aecept—-Encoding: gzip

Aecept-Language: en

Accept—Charset: iso-S8559-1, %, ucf-5

[ == | |Document: Done
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<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0
Transitional//EN">

<HTML>

<HEAD><TITLE>A Sample Form Using POST</TITLE></HEAD>
<BODY BGCOLOR="#FDF5E6">

<H2 ALIGN="CENTER">A Sample Form Using POST</H2>

<FORM ACTION="http://localhost:8088/SomeProgram"
METHOD="POST" >
<CENTER>
First name:
<INPUT TYPE="TEXT" NAME="firstName" VALUE="Joe"><BR>
Last name:
<INPUT TYPE="TEXT" NAME="lastName" VALUE="Hacker"><P>
<INPUT TYPE="SUBMIT">
</CENTER>
</FORM>

</BODY>< /HTML>
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# EchoServer Results - Netscape

File Edit “iew Go Communicator Help
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i wt " Bookmarks & Location:lhttp: //localhost 8088/S omeProgram ﬂ

EchoServer Results

Here 15 the recuest ine and request headers sent by your browser:

POST /SomeProgram HTTE/1.0

Referer: http://localhost/PostForm.html
Connection: EKeep-alive

User-Agent: Mozilla/4.7 [en] (Win98; 1)

Host: localhost:S058

Aecept: image/gif, image/x-xbitmwap, image/jpeq, image/pipey, iwage/png, */F
becept-Encoding: gzip

Lecept-Language: en

Loecept-Charset: iso-8859-1, %, utf-3
Content—-type: application/x-www—form—urlencoded
Content—length: 29

1 firstName=Joe&lastName=Hacker >
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String firstName =
request.getParameter ("firstName") ;

o MEX (Latin-1)¥#pK B X

String firstNameWrongEncoding =

request.getParameter ("firstName") ;

String firstName =
new String(firstNameWrongEncoding.getBytes(),
"shift JIS");

« ERWHRXFANX

request.setCharacterEncoding ("JISAutoDetect") ;

String firstName =
request.getParameter ("firstName") ;
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<FORM ACTION="/servlet/coreservlets.ThreeParams">

First Parameter: <INPUT TYPE="TEXT" NAME="paraml"><BR>
Second Parameter: <INPUT TYPE="TEXT" NAME="param2"><BR>
Third Parameter: <INPUT TYPE="TEXT" NAME="param3"><BR>

<CENTER><INPUT TYPE="SUBMIT"></CENTER>
</FORM>

@‘J Collecting Three Parameters - Netscape
o File Edit Wew Go Bookmatks Tools ‘Window Help

@Q @Q @ O |% http: /flocalhost Form-data/ ThreePar amsForm, html | @

=10l ]

Collecting Three Parameters
Fust Parameter: I”hall

Second Parameter: [“gates
Third Parameter: [“mcnealy

Submit Query |

Document: Done (0,06 secs)
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public class ThreeParams extends HttpServlet {
public void doGet (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException {

out.println (docType +
"<HTML>\n" +

"<HEAD><TITLE>"+title + "</TITLE></HEAD>\n"

"<BODY BGCOLOR=\"#FDF5E6\">\n" +

"<H1 ALIGN=\"CENTER\">" + title + "</H1>\n" +

"<UL>\n" +

" <LI><B>paraml</B>: "

+ request.getParameter ("paraml") + "\n" +
" <LI><B>param2</B>: "

+ request.getParameter ("param2") + "\n" +
" <LI><B>param3</B>: "

+ request.getParameter ("param3") + "\n" +
"</UL>\n" +

"</BODY></HTML>") ;

+
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CISI) Reading Three Request Parameters - Netscape - | Dlﬂ
. File Edit ¥iew Go Bookmarks Tools ‘Window Help

@Q O @ O |%http:,I’J‘IocaIhost,l’servlet,l’coreserv\ets.ThreeParams?paraml=%?EhaII&param2=°.-’o?Egates&param3=°.-’o?Emcnealy | f@

al

Reading Three Request Parameters

+ paraml: ~hall
+ param2: ~gates
+ param3: ~menealy

Docurment: Done (0.05 secs) == g5
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public class ShowParameters extends HttpServlet {
public void doGet (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException ({
response.setContentType ("text/html") ;
PrintWriter out = response.getWriter();
String docType =
"< IDOCTYPE HTML PUBLIC \"-//W3C//DTD HTML 4.0 " +
"Transitional//EN\">\n";
String title = "Reading All Request Parameters";
out.println (docType +
"<HTML>\n" +
"<HEAD><TITLE>"+title + "</TITLE></HEAD>\n"+
"<BODY BGCOLOR=\"#FDF5E6\">\n" +
"<H1l ALIGN=CENTER>" + title + "</H1l>\n" +
"<TABLE BORDER=1 ALIGN=CENTER>\n" +
"<TR BGCOLOR=\"#FFADOO\">\n" +
"<«TH>Parameter Name<TH>Parameter Value(s)");
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Enumeration paramNames = request.getParameterNames () ;
while (paramNames.hasMoreElements ()) {
String paramName = (String)paramNames.nextElement() ;
out.print ("<TR><TD>" + paramName + "\n<TD>");
String[] paramValues =
request.getParameterValues (paramName) ;
if (paramValues.length == 1) {
String paramValue = paramValues[0];
if (paramValue.length() == 0)
out.println("<I>No Value</I>");
else
out.println (paramValue) ;
} else {
out.println ("<UL>") ;
for (int i=0; i<paramValues.length; i++) {
out.println("<LI>" + paramValues[i]);
}

out.println("</UL>");

}

}

I BES8 (£ )

public void doPost (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException {
doGet (request, response);

}

}
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3 A Sample FORM using POST - Microsoft Internet Explorer =]

Fle Edt View Favortes Tools Help |
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Address [{&] hitp: jlocathostform-data/ShowRarametersPostForm himl | peo

=
A Sample FORM using POST

Ttem Number: |1 234
Degcription: [#ild Wonder Wicget
Price Each: |$456.78

First Name: |Sam
Last Name: |Palmizano
Middle Tnitial: [

One Microsoft Uay ;I
Redmond, WAL S8052
Shipping Address: =l
Credit Card:
© Visa
© MagterCard
© American Express
© Digcover
& Java SmartCard
Credit Card Number:
Repeat Credit Card Number: [======

Submit Order |
El
|&]pone [ B8 Local intranet "

~a = Q‘
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£} Reading All Request Parameters - Microsoft Internet Explor Y ]

Fie Edt View Favortes Tools Help |

-2 -QRd =TI B S

Aiddress [&] hitp:lacalhostfserviet/coreserviets. ShonParameters = @

Reading All Request
Parameters

|Pa1'ameter Name ‘ Parameter Value(s)

s 3.1415927
cardNum s 3.1415927

|car(lT}-“pe ‘] ava SmartCard

|price ‘$456.78

|initia1 ‘No Value

|itemNmu ‘IZS-A

[address [One Microsoft Way Redmond, WA 98052
|des cription ‘Wi]d Wonder Widget

|ﬁ1‘stN ame
|lﬂstNmue ‘Pﬂ]u]ismm

Sam
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[&] pone [ [ ocalintranst w
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String param = request.getParameter ("someName") ;

if ((param == null) || (param.trim().equals(""))) {
doSomethingForMissingValues(...);

} else {
doSomethingWithParameter (param) ;

}
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I COULDNT HELP NOTICING I FIXED THE BUGS
THE BUGS IN THE AND TIGHTENED THE
PROGRAM ON THIS OLD CODE FROM TWELVE
DISKETTE YOU THREW THOUSAND LINES TO
ALAY. SIXTEEN.

1T TOOK
ME THREE
MONTHS
TO WRITE
THAT
PROGRAM.

1 TOOK THE
LIBERTY OF
UPDATING YOUR
RESUME. I'M
GUESSING YOU'LL
NEED IT SO0ON.

www.unitedmedia.com

7/e(q¢ © 1996 United Feature Syndicate, Inc.(NYC)
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(5 Free Resume Posting - Netscape =10l
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B GOO O Q | teap:inocatost form-citagstmiesame. bl | @
hot-computer-jobs.com

Tousge our free resume-posting service, simply fill out the brief summary of
vour skills below. Use "Preview” to check the results, then press "Submnit"
once it 15 ready. Your mun-resmme will appear online within 24 hours

First, give some general information about the look of your resume:
Henadmg font: Poal Elack
Headmg text size: 5
Body font: Hefet -
Bady text size: 2
Foregronmd color: [BLACK
Backgrownd color: FT0C0C0
Next, give some general information about yourself:
Nanwe: [ Gare
Cwrent or most secent title: [Chiof Technologist
Fuaal adlidress: fthmi@ecm org
Progranuning Languages: P Coe Lisp, Ada

Finally, enter a brief summary of your skills and experience: {use <P to separate
parageaphs. Other HTML markup is also pentied. )

goeously peoviey time and spase conplexity foc
d average-case performance.

m prove that P is not equal to NP. Does not want to work for
=h

awpany that doss not know uhat this means.

ated To the American politician.
Prénitw | Submit

Euv omprmypatinby

Doeument: Done (0,261 sees} X
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headingFont =

replaceIfMissingOrDefault (headingFont, "");
int headingSize =

getSize (request.getParameter ("headingSize"),

32);

String bodyFont =

request.getParameter ("bodyFont") ;
bodyFont =

replaceIfMissingOrDefault (bodyFont, "");
int bodySize =

getSize (request.getParameter ("bodySize"), 18);
String fgColor = request.getParameter ("fgColor") ;
fgColor =

replaceIfMissing (fgColor, "BLACK") ;
String bgColor = request.getParameter ("bgColor")

el

q
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private String replaceIfMissing(String orig,
String replacement) {

if ((orig == null) || (orig.trim().equals(""))) {
return (replacement) ;
} else {

return (orig) ;

}

}
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I;‘EI:) Resume for Lou Zer - Netscape

. File Edit Wiew Go EBookmarks Tools indow Help

@o O @ O |% http:{flocalhostiservleticoreservlets, SubmitResume

Lou Zer

Loser

contact@hot-computer-jobs.com

Programming Languages

+ None

Skills and Experience

Not many, obviously.

Document: Done (0,07 secs)
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&) Resume for Al Gore Ithm - Netscape
« B ESt Yew go Deckmaks Jook Mndow fHelp

HAKIE R YG  STTEE

=

10.0.00/

Al Gore Ithm
Chief Technologist

Programming Languages

« Java
» O+
« Lisp
- Ada

Expert in data structures and computational methods,

Well known for finding efficient olutions to intractable problems, then
rizorously proving time and space complexity for best-. worst-, and

average-case pﬂ'fonmnce.

Can prove that P is not equal to NP. Does not want to work for a company that

does not know what this means.

Not related to the American politician.

Cocument: Dore (0,06 secs)
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, T ] 5 i ( cross-site
scrlptlng attack )

— http://www.cert.org/advisories/ CA-2000-02.html

— http://www.microsoft.com/technet/security/
topicsEXxSUmMCS.asp

n
hd
0

A ==
TEFR
%8 )
public class ServletUtilities {
public static String filter (String input) {
if (!'hasSpecialChars (input)) {
return (input) ;
}
StringBuffer filtered =
new StringBuffer (input.length());
char c;
for (int i=0; i<input.length(); i++) {
¢ = input.charAt(i);
switch(c) {
case '<': filtered.append("&lt;"); break;
case '>': filtered.append("&gt;"); break;
case '"': filtered.append("&quot;"); break;
case '&': filtered.append("&amp;"); break;
default: filtered.append(c);

}
}

return(filtered.toString());

T HTMLAF R R (
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public class BadCodeServlet extends HttpServlet {
public void doGet (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException ({

out.println (docType +
"<HTML>\n" +

"<HEAD><TITLE>"+title+"</TITLE></HEAD>\n" +
"<BODY BGCOLOR=\"#FDFS5E6\">\n" +

"<H1l ALIGN=\"CENTER\">" + title + "</H1l>\n"+
"<PRE>\n" +
getCode (request) +

"</PRE>\n" +

"Now, wasn't that an interesting sample\n" +

"of code?\n" +

"</BODY></HTML>") ;

}

protected String getCode (HttpServletRequest request) {
return (request.getParameter ("code")) ;

}

S RARBREIRserviet: % B8k
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< Submit Code Sample - Microsoft Intern -0l x| <} Code Sample - Microsoft Internet Expl o =] |
File Edit WYew Favorites Tools Help | File Edit Wew Favorites Tools Help |
-2 Q04 ARG B I -2 P04 ARTI B
Address I@ hittp: fflocalhostForm-data/CodeForml html j @Go Address I@ http:,l',l'localhost,l'servlet,l'coreservlets.BadCodeServﬂ @Go
= =
.
Submit Code Sample Code Sample
Code: if (a==b) {
if (m==h] { =] doThis () ;
doThis (] ; I else |
b else { doThat () ;
doThat (] ; 1
¥
= Now, wasn't that an interesting sample of
code?
Submit Code |
[~ [~
@] Done ’_’_’_ (B Local intranet | |#] pone ’_’_’_ 'g' Local intranet v
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<3 Submit Code Sample - Microsoft Intern

=10l x|

| File Edit WYew Favorites Tools Help

3 Code Sample - Microsoft Internet Explol
File Edit WYew Favorites Tools Help

=100 x|
-5 -0 d|QAEB S -2 QR d|QEEB S
Address I@ http: fflocalhostform-data/CodeFarml . html j ﬁGo

Address I@ http:,l',l’localhost,l'servlet,l'coreservlets.BadCodeServﬂ ﬁGo
=

]
Submit Code Sample Code Sample

Code:

if (a
if (a<h] 1 =] Now, wasn'™t that an interesting sam]
doThis () ; of code?
+ else |
doThat (] ;

'

Subimit Code |

-
CIRET | .ﬂJ
@] Done ’_ ’_’_ (B Local intranet @] Done ’_ ’_’_ (B Local intranet

4
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public class GoodCodeServlet extends BadCodeServlet {

protected String getCode (HttpServletRequest request) {
return

(ServletUtilities.filter (super.getCode (request))) ;
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File Edit WYew Favorites Tools Help | File Edit ‘iew Favorites Tools Help |
-2 - d|QEEB S -2 -QNAQEPB S
Address I@ http: fflocalhostform-data/CodeFarmz. html j ﬁGo Address I@ http:,l',l’localhost,l'servlet,l'coreservlets.GoodCodeSerj ﬁGo
= [~
.
Submit Code Sample Code Sample
Code: if (a<b) {
if {a<h) { =] doThis () ;
doThis () ; oelse |
} else { doThat () ;
doThat (] ; }
}
= Now, wasn't that an interesting sample of
code?
Submit Code |
;I -
|@ Dane ’_’_’_ Local inkranet b |@ Done ’_’_’_ Local inkranet A
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